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digital-based terrorism are threats that must be faced by all components of the
nation. If this problem is not prevented from developing immediately, then a
series of other problems will surface and more and more individuals will be
affected by terrorism via cyberspace, so that cyberterrorist groups will be free
to carry out their actions. In an effort to prevent the threat of cyber terrorism
in Indonesia, the role of the 81 anti-terror Special Forces Unit is needed which
specifically handles the threat of terrorism in an offensive and optimal
manner. This study aims to analyze the role of the Kopassus Unit 81 in
preventing the threat of terrorism, by choosing a qualitative research method.
From the results of the research it was found that the development of cyber
terrorism threats in Indonesia is very advanced and dangerous, for this reason
an optimal role is needed from the Kopassus unit in dealing with cyber
terrorism threats to support national defense. This study concludes that
progress in the field of science, especially Information and Communication
Technology can have a negative impact in creating contemporary crimes
known as cybercrimes so that this condition has the potential to increase the
spectrum of threats to National Defense.Keywords: optimizatioan; kopassus;
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1. INTRODUCTION

National Defense is a fundamental and very important aspect to be built in the context of national and state life,
in order to ensure the survival of a country. Based on this need, it is important for national defense to be known by
every component of the nation throughout the world. Defense science emerges and develops in military circles as well
as knowledge about war. Defense science can be used for organizational interests, military tactics and strategies in
order to achieve goals for a country. In order to anticipate drastic developments in the strategic environment in a
country, region and globally, defense science can be used as a reference and conceptual foundation in interacting with
countries in the world [1]

Observing the condition of the development of the strategic environment, the Indonesian state is currently
dealing with the hegemony of western civilization as well as dealing directly with the domination of China as a super
power in Asia, especially in the case of control of the South China Sea-North Natuna Sea. This provides insight in
building a paradigm of thinking for the nation's children that it is time for the national defense force to be increased in
line with the advances in science and technology of the superpower countries. If we look at some time ago, when
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Indonesia experienced a blackout on August 4 2019, even though this problem was quickly recognized and could be
anticipated, the negative impact on people's lives was enormous. [2]

At present the spectrum of threats to state sovereignty is always rolling so fiercely in line with the progress of
information and communication technology aspects which are very fast from time to time. The various conveniences
provided by technology have also brought people to face new dangers. The presence of new media, in this case
communication media, also creates new types of threats which are often referred to as cyber threats or cyber threats.
Threats of this type include fraud, child pornography, identity forgery, to digital-based terrorism (cyber terrorism). In
fact, the President of the Republic of Indonesia, Joko Widodo, in his directive, emphasized that the spectrum of threats
is getting wider, from radicalism to terrorism.[3]

In simple terms, cyber terrorism as a crime that is classified as extraordinary crime in this case the impact of
the crime is more massive and is also accompanied by the fulfillment of extreme political and ideological desires. The
data and facts obtained regarding cyber attacks come from the ISIS terrorist group, in which the terrorist group has a
cyber unit called the ISIS Cyber Caliphate.

From a demographic perspective, Indonesia's population of 264 million (2019 data) is around 171.17 million
(64.8%) people connected to the internet, which has the potential to directly increase threats in the form of cyber
crimes. The existence of a cyber security development movement from policy makers is the right solution in solving
problems in the life of society and the nation.[4]

In a geographical view, the data and facts obtained regarding cyber attacks come from the ISIS terrorist group,
in which the terrorist group has a cyber unit called the ISIS Cyber Caliphate Army, which has succeeded in
destabilizing countries that have the most advanced science and technology, namely the United States and several other
countries.[5]

Indonesia’s very strategic position coupled with the condition of diversity in ethnicity, culture, customs, religion
and language as a multi-cultural country, makes Indonesia very vulnerable to the growth and proliferation of cyber
terrorism crimes. From this explanation, it can be seen that the threat of terrorism, especially in the realm of cyber
radicalization and cyber terrorism attacks, is a serious threat, even the sovereignty of a country can be torn apart, the
life of society, which has now entered the digitalization era, will certainly be disrupted. Various vital national objects
that have been digitally integrated will of course also be vulnerable to cyber terrorism attacks. The threat of terrorism
is a real threat to state sovereignty, this was emphasized in the Indonesian defense white paper which states that the
threat of terrorism is classified as a real threat [6]

2. METHODE AND THEORY

The chosen research method is descriptive qualitative where the researcher is the key instrument. The research
procedure was used to compile a research paper as well as a description of Optimizing the Role of the 81 Kopassus
Unit in dealing with cyberterrorism to Support National Defence. Data sources obtained from interviews, observations
and documentation studies in the field. To maintain the immutability of the assessment process and prevent and
overcome miss information, data triangulation is carried out both data sources, techniques, time and place, so that data
is obtained validly.The data analysis uses the Miles and Huberman model with stages namely data condensation, data
presentation, verification, and drawing conclusions.[7]

According to Syarifuddin Tippe, in the context of national and state life, defense is an important thing to build
in order to guarantee its national interests. For this need, defense is important to be studied and understood by every
country in the world. Defense science was born in the military environment and the science of war. Defense science is
used for the development of military organizations, strategies and tactics to achieve its national goals. Defense science
has developed into a defense concept to anticipate the rapid development of the strategic environment in the national,
regional and global areas.[8]

In terms of countering terror, Kopassus has an anti-terror unit, hereinafter known as the 81st Terror
Countermeasures Unit. This unit consists of Battalion 811, Battalion 812 and the Assistance Detachment. In the
assignment of Kopassus to combating acts of terror, Kopassus has Unit 81 Counter Terror, which is a unit in Kopassus
that is at the same level as the Group and is the best Soldier out of all TNI Soldiers, headquartered in Cijantung, East
Jakarta. The strength of this unit is not publicly published regarding the number of personnel or the type of weapons it
has, all of which are kept secret.[9]

3. DISCUSSION

Advances in the field of information and communication technology, of course, will produce positive and
negative impacts, with improvements and ease of obtaining various information offered via the internet. Progress in
this field can also be used by some unscrupulous criminals in carrying out their goals, so that cybersecurity becomes
a strategic issue in various countries, including Indonesia. An example of cyber security issues is cyber terrorism, in
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which terrorist groups see good opportunities in the development of this technological advancement, so they carry out
acts of terror by planning to attack targets by utilizing the internet and computer networks.

In the era of globalization 4.0, which has produced innovations in the field of technology and information, such
as internet media, communication media and actions used by terrorist groups are growing. They try to adjust their
abilities and patterns of action with the existing developments in information and communication technology. The
transformation from the use of conventional media to new media, namely the internet, which gave rise to the
phenomenon of cyber terrorism, especially in the future terrorist groups will also utilize artificial intelligence
technology[10] The more rapid the development of new media technology, the more sophisticated the media used by
terrorists and the greater the acts of terrorism. The benefits of advances in information and communication technology,
especially the internet, have touched all lines of life in modern society, this positive side also seems to be followed by
the dark side of internet use [11]. Supporting this statement, based on data and facts from the National Cyber and
Crypto Agency (BSSN) it is explained that, the higher the level of utilization of Information and Communication
technology, will be directly proportional/parallel to the level of security risks and threats.

Based on the development of war from time to time, that the first to third generation wars are wars that use the
military as the main force so that the penetration power is physical. The fourth generation war began to penetrate the
non-physical realm, namely the economy and was continued with an information war that penetrated social, cultural
and ideological boundaries through cyber warfare.[12]
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Figure 1. Cyber/Information Warfare Strategy Penetration Illustration
Source: BSSN, 2022

The role of Unit 81 Kopassus in preventing Cyber Terrorism attacks.

a. Special Operations Development.
The development of this special operation will later involve various related institutions specifically in handling
cyber terrorism, these various institutions will be in a structured coordination, so that handling cyber terrorism
will be much more effective, because it contains elements of preventive, defensive and offensive. The Kopassus
Special Operations Unit will be developed by utilizing qualified cyber technology. In terms of anti-cyber terrorism
operations, what must be developed is how cyber operations can support the anti-cyber terrorism operation itself.
In practice, this special operation is basically focused on being a direct action or a special physical action. At
present, special operating conditions have been created in such a way as to deal with physical threats, so that the
Kopassus personnel themselves have the ability to deal with these threats. Therefore, it is necessary to develop a
physical operation that can also adapt to operations in cyberspace. For example, there is a special reconnaissance
operation that currently exists and can then be developed by carrying out a special cyber reconnaissance operation,
in this case means reconnaissance in cyber anti-terrorism operations. The point in the development of the Kopassus
Special Operations Unit is "Cyber Operations can reduce a risky to friendly forces".[13]

b. Formulation of the Pattern and Doctrine of the Special Operations Unit of Kopassus in dealing with the
threat of cyber terrorism.
In formulating the strategy in the form of the pattern and doctrine of the Special Operations Unit of the Kopassus,
this is based on the pattern of the threat trend itself. The formulation of this pattern and doctrine is also flexible in
nature, following the development of attack patterns and extreme propaganda dissemination by perpetrators of
cyber terrorism.[14]
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The formulation of these patterns and doctrines is formulated into Cyber Anti-Terrorism Operations which

include:[15]

1) Cyber Deterrence. Cyber deterrence in the implementation of cyber terrorism Special Operations is carried
out in a planned and systematic manner which includes monitoring, detection, observation and mitigation of
cyber awareness on cyber terrorism attacks to protect critical infrastructure. The operations carried out in the
deterrence function are Information Cyber Patrol Operations (Patsi), Infrastructure Incident Monitoring
Operations (Moninsi), and Critical Information System and Data Security Operations.

2) Cyber Recovery. Efforts to carry out cyber incident recovery as a result of various forms of cyber attacks
which include digital forensics, maintenance and installation, as well as the Military Computer Emergency
Team. The operations carried out in the recovery function are Cyber Exploitation Operations and Condition
Creation Operations.

3) Cyber Assistance. Cyber assistance in the implementation of cyber is carried out in a planned and systematic
manner in carrying out cyber assistance including system development and operational support, both from
technical and non-technical aspects related to cyber operations and activities.

4) Cyber Counterattack. Cyber counter attack efforts are carried out in a planned and systematic manner in
carrying out cyber counter attacks utilizing all physical strength and also collaborating with cyber capabilities
to be able to carry out counter attacks against cyber terrorists (cyber terrorism). The operation carried out in
the counterattack function is the Counter Cyber Terrorism Attack Special Operation.

c.  Formulation of appropriate training for personnel in Special Operations.

The training can be started with education and training as well as courses on cyber security in which there is
material on cyber terrorism, counter cyber attacks, cyber intelligence, and digital forensics for personnel who will join
cyber organizations, especially within the scope of Kopassus itself. Training for personnel who will join the cyber
organization in Kopassus can use the curriculum from the National Cyber and Crypto Polytechnic as well as the
National Cyber and Crypto Agency itself. Then, training can also be carried out by involving various related
institutions, namely carrying out routine joint exercises in stages, stages and continuing from the level of Subject
Matter Expert Exchange (SMEE), Table Top Exercise (TTX), to Field Training Exercise (FTX) involving personnel
from institutions related to handling cyber terrorism by covering training materials for Intelligence Operations, Special
Operations on Countering Cyber Terrorism Actions and also Law Enforcement in the framework of Countering
Terrorism Actions.[16]

The joint exercise will carry out information exchange and information development, equalizing operating
standards (who and what to do) in the implementation of Intelligence Operations and Law Enforcement. Furthermore,
in dealing with cyber attacks, various countries have cyber defense institutions or organizations. For example, the
United States has the United States Cyber Command (USACYBERCOM), North Korea with Unit 180 capable of
overwhelming the US military, China with a cyber force called the "Blue Army" which is in command of the Army,
Israel with Unit 8200 under the command the Armed Forces, as well as Singapore with the Digital Intelligence Unit
(Digital Unit Service) which is under the command of the Singapore Armed Forces.[17]

In Indonesia itself, on a national scale, it has BSSN as the front guard in national cyber defense, then various
institutions also have it. Within the scope of the Indonesian Armed Forces itself, there is a Pussansiad, but Pussansiad
in terms of its main duties and functions and capabilities has not been able to tackle the threat of cyber terrorism.
Furthermore, the existence of cyber organizations such as USCYBERCOM and Pussansiad are a reference for
researchers to be able to propose the formation of cyber organizations in Kopassus as pioneers within the TNI to be
able to deal with cyber-dimensional threats, especially cyber terrorism.

The capability currently possessed by Kopassus is terror countermeasures which can be considered as the basic
capital in the context of concept preparation and initial development or a comprehensive Backbone Cyber Defense
against Cyber Terrorism, bearing in mind that so far the development of the Cyber Defense concept is still sectoral or
not comprehensive, it is necessary to have establishment of a cyber organization in Kopassus with reference to
USCYBERCOM and BSSN. The formation of a cyber organization in Kopassus must first carry out the development
of cyber strength and infrastructure in coordination with relevant agencies such as BSSN, BNPT, BIN, Pussensiad and
also other state cyber defense agencies such as USCYBERCOM, Unit 180, "Blue Army", Digital Intelligence Service.
, as well as Unit 8200.

In implementing it, several indicators must be met, namely as follows:[18]

1) Facilities and Infrastructure. Fulfillment of qualified facilities and infrastructure is very necessary in building
an organization, especially in cyber organizations which must get more attention by adapting to the
development of information technology. The implementation that can be done is that Headquarters can
facilitate the fulfillment of facilities and infrastructure that support the handling of the threat of cyber
terrorism.
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2) Budget. Budget support largely determines the performance and performance carried out in the conception
of the Special Operations developer, which is then formed by the Kopassus Cyber Unit. The implementation
that can be done is to formulate ideal budget requirements in the face of the workload to be carried out. The
allocation of the budget portion to the Kopassus Unit must be based on realistic calculations taking into
account operational needs, dynamics on the ground and the level of threats that the unit will face. The aim
is to support operational needs, strengthen personnel, and increase the capability of the Kopassus Unit
towards optimal performance and professionalism.

3) Legitimacy. Support and legitimacy will help the performance of the Kopassus Unit to be more optimal in
handling cyber terrorism. The community and all components of the nation can also provide support in
efforts to tackle terrorist activities in cyberspace, such as empowering the potential of community
organizations that have special attention in the field of cyber, social and cyber media activists, traditional
leaders, religious leaders, and community leaders. This is to support terrorism prevention activities in the
form of early prevention, early detection and quick reporting to the authorities.

4. CLOSING.

This research concludes that the threat of cyber terrorism has grown quite alarming and will certainly threaten
state sovereignty. If this problem is left unchecked then a series of other problems will surface, the potential problem
that will arise is when many individuals in society are affected by radical understanding through cyberspace (cyber
radicalism), and in the end cyber terrorist groups will be free to carry out their acts of terror. in cyberspace, which can
threaten the National Vital Objects (Obvitnas) and the National Vital Information Infrastructure (IIVN). Therefore, in
order to overcome these problems, it is necessary to play the role of Kopassus in dealing with the threat of cyber
terrorism in order to support national security, namely, Kopassus personnel who will later join the Kopassus Cyber
Unit as the main element can be used anytime and anywhere, which can combine physical and military operations.
online to carry out an offensive strategy to deal with the threat of cyber terrorism, including the threat of cyber
radicalization and cyber attacks.

Formation of a cyber organization in Kopassus as a pioneer within the scope of the TNI to be able to deal with
threats with cyber dimensions, especially cyber terrorism. Current capabilities in Kopassus such as countering terror
can be considered as basic capital in the context of concept preparation and initial development or a comprehensive
Backbone Cyber Defense against Cyber Terrorism, bearing in mind that so far the development of the Cyber Defense
concept is still sectoral or not comprehensive, it is necessary to have establishment of a cyber organization in Kopassus
with reference to USCYBERCOM and BSSN.

Support and legitimacy will help the performance of the Kopassus Unit to be more optimal in handling cyber
terrorism. The community and all components of the nation can also provide support in efforts to tackle terrorist
activities in cyberspace, such as empowering the potential of community organizations that have special attention in
the field of cyber, social and cyber media activists, traditional leaders, religious leaders, and community leaders. This
is to support terrorism prevention activities in the form of early prevention, early detection and quick reporting to the
authorities.
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