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Abstract

The background of this research is how to find evidence from forensics on Facebook Messenger
using the NIST method. With this method, it can be described one by one the stages that will be
used to prove the chat as forensic evidence. The method used in this research is to use the
literature review method and perform an analysis of Facebook Messenger which will be used as a
test site in this research so that it can be proven that there is forensic evidence. The problem
raised in this research is how to find the problem of forensic evidence on Facebook Messenger so
that it can be used as evidence to prove a crime. The purpose of this study is to prove that using
the NIST method, you can find forensic evidence against Facebook Messenger so that it can be
used as evidence at a later date.
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INTRODUCTION Based on the background described

Facebook is one of the most widely above, the aim of this paper is to implement
used social media in Indonesia. However, the the National Institute of Standards and
number of Facebook users in Indonesia also  Technology (NIST) method to find evidence
goes hand in hand with the many cases of of digital crimes on Facebook messenger that
digital crime. To reduce and catch digital can be used as evidence of digital crimes in
criminals on Facebook, digital evidence is court [4]. Implementation of appropriate
needed. Digital evidence can be used as forensic tools, in order to retrieve evidence of
evidence to assist law enforcement against digital crimes from Facebook messenger.
digital criminals. Digital evidence can be Knowing the applicable penalties in
retrieved through digital forensic tools, namely  accordance with the digital crimes committed
oxygen forensics [1]. [5].

In the previous journal, the process of
analyzing digital evidence with digital LITERATURE REVIEW

forensics using the NIJ method. In addition to Digital forensics is a part of forensic
NI1J there is still a NIST method. In this paper, science that covers the discovery and
we will develop it using the NIST method [2]. investigation of material (data) found on

This writing was developed using the digital devices. As a new science, it still
NIST (National Institute of Standard and requires understanding and ability to master
Technology) method. This method explains this science. Mastery of this knowledge is not
how the research flow can be structured and only aimed at technical ability alone but also
can be a solution to the problems to be solved related to other fields, such as the field of law
[3]. [6].
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The principles and stages of digital
forensics in extracting evidence so that it can
be used in proving criminal cases are not easy.
Material requirements are needed, namely the
relationship between the contents of electronic
evidence and proof of criminal cases after the
fulfillment of formal requirements [7].

Errors that occur in the acquisition
process will affect the entire case handled, and
can even cause evidence that cannot be used to
prove at trial [8].

Digital evidence is data collected from
all types of digital storage that is the subject of
computer forensic examination.

Digital evidence is information and data from
an investigation that is stored, received, or
transmitted by electronic devices [9].

Facebook Messenger is a mobile
application that can be used for messaging that
facilitates fellow Facebook wusers in
interactions such as chat, audio calls and video
calls [10].

Digital Forensics is a branch of
forensic science that is usually needed in
overcoming investigations into cases related to
cybercrime [11].

The foundation of digital forensics is
data collection, data analysis and reporting of
digital data. In general, the results of digital
forensic data processing are data that can be
used legally for evidence in court [12].

Oxygen Forensic is a mobile software
that features data extraction, data analysis, data
viewer and data export. Various mobile
devices, 10T devices, cloud services can
extract data using Oxygen Forensic Tools [13].

RESEARCH METHOD

The research was developed using another
method, namely NIST (National Institute of
Standard and Technology) which consists of
several stages, as shown in the following
figure:
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Figure 1. Research Method

Here is a flowchart with the NIST method:
The explanation of the National Institute of
Standards and Technology (NIST) flow,
namely Collection, Examination, Analysis,
and Reporting is as follows.

1. Collection

This stage is the stage of collecting data from
data sources to support the investigation
process in searching for evidence of digital
crimes and maintaining the integrity of the
data.

2. Examination

This stage is the stage of conducting a forensic
examination of the data collected and ensuring
that the data is genuine while maintaining data
integrity.

3. Analysis

This stage is a stage carried out to examine
whether legally this data can be used as digital
evidence that is legal in court and can be
accounted for.

4. Reporting

This stage is the reporting stage of the actions
taken, the tools used, the methods used and
recommendations for improving methods,
tools, and other supporting aspects.
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RESULTS AND DISCUSSION

The development of a new system that is
applied to this system is that there are four
things that will be applied. These are as
follows:

1. Collection Stage

Retrieval of data from Facebook messenger
using oxygen forensic tools. In order to be
taken, the smartphone is required to be rooted
first.

2. Examination Stage

Testing oxygen forensic tools by translating
the hexa code obtained from Facebook
messenger on a smartphone.

3. Analysis Stage

Finding evidence from Facebook messenger in
the form of text and audio.

4. Reporting Stage

Writing a report on the functionality and
success of the forensic tools used.

A. Use Case Diagram
The following is a use case diagram of the
research process :

X
Reporting

Figure 2. Usecase Diagram
Based on Figure 2 use case diagram, there is 1
actor, namely researchers who have use case
diagrams to get data, process data, analyze
data, and make reports on the data. The image
above can be used as a use case diagram in this
study.
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B. Activity Diagram

The following is an activity diagram of the
activities carried out from the research:

Based on Figure 3 below which depicts an
activity diagram, the activity diagram starts
from Star then opens forensic writing, then
retrieves data from Facebook Messenger, and
then transfers data to the Hexa, concept after
that finding evidence and then finding activity
test reports on the system or evidence data that

has been obtained .

[ Open Tools Forensic ]

}

Data From Facebook Messenger

v

Translate Data Hexa

|

Finding Evidence

v

Make a Report

Figure 3. Activity Diagram

CONCLUSION

Based on the results of the research
process, this research was conducted on a
smartphone that has been rooted and already
has a Facebook messenger application, then
investigated using a forensic tool called
oxygen, then an analysis is carried out which
will produce evidence. The method used to
perform the analysis is NIST (National
Institute of Standards Technology). This
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research produces evidence in the form of

pictures, chat content, and sound.
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